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Awareness Through Information Sharing

The VFC Shield program is pleased to launch HealthAware. HealthAware is our
sector-specific newsletter tailored to our Healthcare sector. Each quarter VFC Shield
will send out a new edition of HealthAware with relevant articles, resources and
trainings for our Healthcare members. As a reminder, all Shield products are open-
source, so members are free to redistribute the mailings as they see fit. We hope you
find this product relevant and useful in your field.

-VFC Shield Team

Healthcare Related Incidents

e MITRE Unveils Ransomware Resource for Hospitals, Healthcare Providers

e Researchers: Pandemic has fueled hundreds of attacks on healthcare workers
globally

e Hospital Recovers from Ransomware; Vendor Incidents Hit Kroger, Provide

e Federal agents seize roughly 10 million phony N95 masks in Covid-19 probe

e Ransomware Attacks: What Can IT Managers Do?

e \Wexton reintroduces bill to aid domestic violence response during pandemic
e Cyber attacks hit two French hospitals in one week

e Healthcare Shooting Pushes Clinics Toward More Vigilance and Assessments?

e Suspect in Minnesota clinic shooting alleged to have threatened medical facility
attacks in 2018

e How Al can be used to improve healthcare security operations

e Patient names and colonoscopy results from US hospitals posted by hackers to
the dark web

e Judge Dismisses Brandywine Urology Breach Lawsuit, Citing Lack of Harm

e Two Mass. women arrested in $100 million home health care scam, federal
prosecutors say

e Patient Sues Rady Children’s Hospital Over Blackbaud Data Breach

* Nurse faces federal charges over alleged $475K coronavirus relief fraud in Miami
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Awareness through information sharing

This bulletin is the result of collaboration and cooperation from a variety of
SHIELD programs and public safety orientated officials. Special thanks to the
following partners.
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unsubscribe  update profile


https://fusion.vsp.virginia.gov/vfcshield/healthaware-q1-2021/
https://fusion.vsp.virginia.gov/shield
https://healthitsecurity.com/news/mitre-unveils-ransomware-resource-for-hospitals-healthcare-providers
https://www.ems1.com/ems-assaults/articles/researchers-pandemic-has-fueled-hundreds-of-attacks-on-healthcare-workers-globally-AxsMxPqw9HhLXU6h/
https://healthitsecurity.com/news/hospital-recovers-from-ransomware-vendor-incidents-hit-kroeger-provider
https://www.nbcnews.com/politics/national-security/federal-agents-seize-roughly-10-million-phony-n95-masks-covid-n1258167
https://www.healthcarefacilitiestoday.com/posts/Ransomware-Attacks-What-Can-IT-Managers-Do--25804
https://www.winchesterstar.com/winchester_star/wexton-reintroduces-bill-to-aid-domestic-violence-response-during-pandemic/article_42cf0a3d-8ac5-5509-be24-a4b1401da2ca.html
https://www.france24.com/en/europe/20210216-cyber-attacks-hit-two-french-hospitals-in-one-week
https://www.hstoday.us/subject-matter-areas/counterterrorism/healthcare-shooting-pushes-clinics-toward-more-vigilance-and-assessments/
https://www.nbcnews.com/news/us-news/suspect-minnesota-clinic-shooting-allegedly-threatened-medical-facility-attack-2018-n1257288
https://www.securitymagazine.com/articles/94537-how-ai-can-be-used-to-improve-healthcare-operations?oly_enc_id=1516C1508589A3U
https://www.theverge.com/2021/2/5/22268778/hospital-hack-patient-data-colonoscopy
https://healthitsecurity.com/news/judge-dismisses-brandywine-urology-breach-lawsuit-citing-lack-of-harm
https://www.bostonglobe.com/2021/02/01/metro/two-mass-woman-arrested-100-million-home-healthcare-fraud-scam-federal-prosecutors-say/
https://healthitsecurity.com/news/patient-sues-rady-childrens-hospital-over-blackbaud-data-breach
https://www.local10.com/news/local/2021/01/09/nurse-faces-federal-charges-over-alleged-475k-coronavirus-relief-fraud-in-miami/
https://www.safeguardinghealth.org/new-map-depicts-412-acts-pandemic-related-violence-and-threats-health-workers-and-services-around
https://rootdaemon.com/2021/02/04/vulnerabilities-in-realtek-wi-fi-module-expose-many-devices-to-remote-attacks/
https://thehill.com/policy/cybersecurity/536838-intel-agency-warns-of-threats-from-china-collecting-sensitive-us-health
https://www.darkreading.com/vulnerabilities---threats/cybercrime-goes-mainstream/a/d-id/1340012
https://www.cisecurity.org/blog/defending-us-hospitals-against-todays-cyber-threats/
https://www.hipaajournal.com/fbi-warns-of-doppelpaymer-ransomware-attacks-targeting-critical-infrastructure/
https://www.infosecurity-magazine.com/news/law-firm-data-breach-impacts-upmc/
https://www.bioworld.com/articles/503830-covid-19-vaccine-counterfeits-set-off-alarms-across-the-globe
https://www.nbcboston.com/news/local/emails-threats-graphic-images-sent-5000-gardner-school-parents-and-students/2285629/
https://www.hhs.gov/sites/default/files/5g-security-for-healthcare.pdf
https://www.hhs.gov/sites/default/files/5g-security-for-healthcare.pdf
https://www.phe.gov/Preparedness/planning/Documents/active-shooter-planning-eop2014.pdf
https://www.phe.gov/Preparedness/planning/Documents/active-shooter-planning-eop2014.pdf
https://www.odni.gov/files/NCTC/documents/jcat/firstresponderstoolbox/First-Responders-Toolbox---Complex-Operating-Environme.pdf
https://www.odni.gov/files/NCTC/documents/jcat/firstresponderstoolbox/First-Responders-Toolbox---Complex-Operating-Environme.pdf
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/sar
https://fusion.vsp.virginia.gov/sar
https://fusion.vsp.virginia.gov/shield
https://www.hanoversheriff.com/362/HCSO-SHIELD-Program
https://www.staffordsheriff.com/content/homeland/SHIELDprogram.cfm/
https://www.louisacounty.com/2352/Shield
https://www.yorkcounty.gov/2035/Shield-Program
https://fusion.vsp.virginia.gov/shield
https://fusion.vsp.virginia.gov/vfcshield/healthaware-q1-2021/
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov
https://fusion.vsp.virginia.gov/shield-products
https://fusion.vsp.virginia.gov/sar
mailto:dante.robinson@vsp.virginia.gov
https://fusion.vsp.virginia.gov/newsletter-signup/unsubscribe/
https://fusion.vsp.virginia.gov/newsletter-signup/my-profile/

